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In the rapidly evolving landscape of the Internet of Things (IoT), ensuring cybersecurity
is paramount. This study introduces an innovative approach to anomaly detection in ToT
networks using deep learning techniques. Specifically, we propose a hybrid model combining
Long Short-Term Memory (LSTM) networks and autoencoders for robust anomaly detection
in network traffic. By focusing on the analysis of protocol headers in Packet Capture (PCAP)
datasets, our model demonstrates exceptional performance, achieving high F1-scores up to
99% , 80% for CICIDS2017, EdgelloT benchmarks datasets and 96% pour notre base de
données privée in detecting anomalies. To further validate the efficacy of our model, deploy-
ment within our IoT environment is essential while maintaining its performance. To address
this, we explore continual federated learning (CFL), enabling the deployment and training
of multiple models in a continuous and distributed manner. However, this approach presents
certain drawbacks. Thus, to overcome the challenges of continual learning and distributed
data in IoT environments, we investigate the application of CFL. While our work on CFL
is ongoing, we discuss its advantages, such as continuous adaptation to changing data in
the network traffic, as well as potential drawbacks, including catastrophic forgetting (1) and
non-I1ID data distribution (2). Moreover, we will explore the possible solutions to mitigate
these challenges, including compression techniques to alleviate catastrophic forgetting and
strategies for handling non-IID data. By integrating CFL into our anomaly detection system,
we aim to enhance its scalability, adaptability, and privacy preservation capabilities, thereby
advancing the security of IoT networks against evolving cyber threats.
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